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Message Text 


CONFIDENTIAL 

PAGE 01 PORT 0 01062 281546Z 
16 

ACTION OC-05 

INFO OCT-01 ARA-06 ISO-OO SY-05 CCO-OO ST-01 /018W 

038119 

R 281535Z APR 76 
FM AMEMBASSY PORT OF SPAIN 
TO SECSTATE WASHDC 9138 
INFO AMEMBASSY CARACAS 
AMEMBASSY PANAMA 

CONFIDENTIAL PORT OF SPAIN 1062 

CARACAS FOR RSO; PANAMA FOR RTC 

E.O. 11652: XGDS-2 
TAGS: ACOM. ASEC 

SUBJECT: TEMPEST HAZARD, ELECTRIC TYPEWRITERS 
REF: STATE A-2051 

1 . POST NOW HAS IN OPERATION TWO (2) IBM CORRECTING 
SELECTRIC II MODEL 89, ONE (1) IBM SELECTRIC II MODEL 87, 

AND ONE (1 ) IBM MODEL 12 TYPEWRITERS PRODUCING CLASSIFIED 
MATERIALS. ABOVE REF DOES NOT DISCUSS SECURITY PROFILE 
OF THESE MACHINES. POST BELIEVES THEY ARE NOT REPEAT 
NOT MODIFIED. 

2. POST ALSO HAS ONE (1) IBM MODEL 72 PRODUCING 
CLASSIFIED MATERIALS, BUT HAS NO RECORD OF ITS BEING 
MODIFIED. 

3. PLEASE ADVISE TESTS TO DETERMINE WHETHER 
MODIFICATION HAS BEEN PERFORMED ON IBM MODEL 72, 

AND PROCEDURES FOR MODIFYING OTHER MACHINES. 

RICH 


CONFIDENTIAL 
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